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1	Decision/action requested
This discussion paper discusses the advantages and disadvantages of larger length of truncated MACs, and justifies whether there is a need to enlarge the length of truncated MACs
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3	Rationale
In  5G system, the length of message authentication code (MAC) is truncated from 128 bits to 32 bits for reduced commmuication bandwith and energy comsumption. This especially benefits to the IoT services where IoT devices are resource-constrained. However, this short MAC renders the forgery of  a packet easier than the normal MAC due to the collision attacks.

Considering the trade-off between the security requirment and service requirement(see the detailed analyses below), we propose that the length of truncated MACs is kept unchanged for 5G systems.
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4.1 Disadvantages of truncated MACs
There are two possible ways to forge a packet when truncated MACs are used.
(1) Brute force attacks
After intercepting the packets with truncated MACs, the attacker tries to find the right key by performing a brute force search the key space. If there is match between the computed MAC using the guessed key with the intercepted truncated MAC, the right key used for truncated MACs is found. With this key, the attacker can forge any packet for one PDU session. However, this kind of attack is unrealistic as the key space in 5G system is large engouh to defend against brute force attacks , which is 128 bits .
(2) Collion attacks
The attacker forges a packet with a random number which acts as the truncated MACs,whose lenegth is equivalent to the length of the truncated MACs. The possibility that the forged packet is undetected by the receiver is 2-n, where n is the length of the truncated MACs. For n=32, forgery has probability 1 in 4 billions undetected. Such the impact of collion attacks could be alleviated to some extend if the approporate measures are taken by the receiver, such as, if  the MAC verification of the successive packets ( e.g. 10 packets) is incorrect, the receiver could break the conncetion so as to stop the colllion attacks. 
4.2 Advantages of truncated MACs
The truncated MACs can shorten the transimited packet length so as to save bandwidth comsumption compared to the normal MACs. This is very useful for these communications where the packet size is small, such as voice over IP, IoT. Usually the IoT packet size is less than 100 bits, whilst the tag size of a normal MAC is 128 bits. If the normal MAC is deployed, the overhead of bandwidth comsumption is over 50%。 As a result, energy comsumption is significantly increased as the energy comsumption of transimitter over the air interface is propotional to the size of the packet. As shown in the following figures,  in comparison to the standard benchmark of 48-bit messages without any tags, while utilizing a short MAC with 16-bit tags achieves modest (around 10%) reduction in the service life, utilizing the conventional MAC with 128-bit tags results in a significant loss of around 45% of the service life
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Fig 1. Effect of the size of message and authentication tag on the service life of a sensor node in Sigfox extracted from [1]. 
4.3 Block error rate in 5G RAN
As illustrated in Fig.5 and 6 in [2] as well as in Fig. 5 in [3], the block error rate (BLER) in 5G RAN is about10-4  even though the Signal-To-Noise rate (SNR) is at the best case (i.e. SNR=30dB).  This implies that one packet in a thousand packets is error although there is no attack over the air interface. This means that we can accept the 10-4 packet error rate for air interface.
 4.4 Caculation of the length of the truncated MAC
The length of the truncated MAC is determined by the following formula [4].
Tlen≥lg (MaxInvalids/Risk)
 Where Tlen is the length of the truncated MAC, MaxInvalids is a limit on the number of times that the output is the error message INVALID before the key is retired, Risk is the highest acceptable probability for an inauthentic message to pass the verification process. Here the following two cases are considered.
(1) MaxInvalids=1024, Risk=2-4
This means that the system will not output INVALID for more than 1024 messages before the key is retired, and the system can accept one in a thousand chance to be inauthentic packet(i.e. Risk=10-4) , which corresponds to the BLER in 5G RAN. In this case, as long as Tlen is greater than 14 bits, the above mentioned inequality can be satisfied. 
(2) MaxInvalids=1024, Risk=2-20
This is the case stated in [4], any value of Tlen that is greater than or equal to 30 satisfies the inequality.    Here Risk=10-20, which is far smaller than the value of BLER in 5G RAN.
Thus Tlen=32 is an acceptable choice  for 5G system.
5 Suggestions
Considering the trade-off between the security requirment and service requirement, the length of truncated MACs is kept unchanged for 5G systems
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